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Clearvision’s AWS cloud platform delivers a flexible, fully managed service for GitLab. We provide GitLab instances with 
the convenience of SaaS (Software-as-a-Service) without the limitations. If you require more control over your GitLab 
environment and you want to reduce the need to hire and train your own  cloud experts and tools then GitLabGo is 
right for you.

Solutions come in sizes to match your needs.

It is worth understanding that we selected AWS, the world's best cloud provider, because of the considerable 
investment they make in infrastructure and overall platform security. Customers expect SaaS uptime levels and this 
is achieved through AWS reliability and failover, whereby should the primary instance fail in the data center the 
environment can be failed over to the geo-replica if configured.

PLEASE NOTE: that both the primary and the replicated instance will need to be of the same specification, and 
operating a geo-replica will therefore increase the hosting cost.

  Additional storage is available and can be added to your instance as required.
  Application support coverage can be topped up as required.

Overview

Uptime - Geo-replication

Hosting Tiers
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Bronze Silver Gold Platinum Platinum Plus Palladium
# of CPUs 2 4 8 16 16 32

RAM (GB) 4 8 16 32 64 128

Storage (GB) 100 200 400 800 1,000 1,000

Suggested User Level 10 50 250 500 2,000 3,000

Application Support 
(hours/month) 0.5 1 1.5 2 2.5 3



  Single-tenant - no infrastructure is shared between customers
  99.9% guaranteed uptime
  Nightly backups with 31 days retention
  4h Recovery Time Objective (RTO)
  24h Recovery Point Objective (RPO)
  Choice of data residency
  Environments are locked to the customer-specified hosting region(s)
  Fully vetted UK and USA-based staff
  UK Security Cleared (SC) staff available
  Full control over upgrades - no changes without your permission
  Allow-listing for enhanced security
  Custom domain name (customer optional)
  Spin up backups to separate instances for audit purposes (up to 31 days past, priced separately)

  As with GitLab SaaS, the environment (hardware, network, infrastructure) is taken care of by AWS.
  Critical OS security patches are handled by the 24/7 Clearvision Support team - Monitoring software gives advance 
notice of potential vulnerabilities.
  Clearvision partnership with AWS provides prioritised advance security warnings.

Security in the cloud differs from security in on-premise data centers, as when computer systems and data are migrated 
to the cloud, security becomes a shared obligation. For example, where GitLabGo is concerned, Clearvision, the 
customer, and the cloud service provider, (AWS) all share the responsibility of data. AWS and Clearvision handle the 
underlying infrastructure that supports cloud, while the customer in question takes care of anything that’s added or 
connected to the cloud. This shared responsibility model reduces the customer’s operational burden in numerous ways, 
and in some cases even improves default security posture without the need for additional action.

Undisputed value

Infrastructure / Environment Support

The shared responsibility model
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AWS

HARDWARE/AWS GLOBAL INFRASTRUCTURE

Regions Availability Zones Edge Locations

SOFTWARE AND SERVICES

Compute Storage Database Networking
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Customer

POLICY AND COMPLIANCE
Ensuring that the system meets your business needs and is operated in accordance with industry, 

regulatory and legislative compliance obligations.

USERS

The creation and management of user accounts.

INFORMATION

The content stored within GitLabGo applications.

MARKETPLACE APPS/PLUGINS
Third-party services that require access to your information including how they integrate with 

GitLabGo products.

GitLabGo

PLATFORM AND APPLICATIONS

Operating System Security Patching Vulnerability 
Management

Application 
Installation

Database 
Administration

NETWORK

Security Groups / 
Firewall Subnets VPC Network ACL

Intrusion 
Detection And 

Prevention

DATA AND BACKUP
Snapshot 
Backups Data Volumes Encryption at 

Rest Data Transfer Monitoring

  Critical application security patches are handled by the 24/7 Clearvision Support team. Monitoring software gives 
advance notice of potential failures.
  Clearvision partnership with GitLab provides prioritised advance security warnings.
  Application upgrades are scheduled with customers for times which suit them. Two package options available;

    Pre-paid - twice a year upgrades (Note - Gitlab perform monthly updates and bi-annual major updates)
    Customer can order adhoc upgrades

  Fair usage general advice and guidance.
  Guaranteed Service Level Agreements for each priority level.
  Customer satisfaction guarantee: score less than four out of five stars on a ticket, and the time spent by our team will 
be credited back to your account.

GitLab Application Support
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Priority Definition Response Method Response time

Critical

Mission-critical system 
unavailable or severely 
degraded and no 
workaround available

Phone and Service 
Desk portal

Initial response: 1h
Detailed response: 2h
Target resolution: 4h

Major

Intermittent issues 
resulting in reduced quality 
of service

Service Desk portal. If 
unresolved after three 
communications, a phone 
call will be booked

Initial response: 4h
Detailed response: 12h
Target resolution: 24h

Minor
Issue with no significant 
impact on operations

Service Desk portal Initial response: 8h
Detailed response: 18h
Target resolution: 48h

Trivial
Issue of minor importance 
and low impact

Service Desk portal Initial response: n/a
Detailed response: n/a
Target resolution: n/a

For performance and security reasons GitLab runners perform better within the client infrastructure. Clearvision’s 
Support team is happy to guide customers with their configuration. Kubernetes hosting is also available on request. 
Please contact us to discuss your specific needs.

Nightly backups with 31 days retention give customers full peace of mind against technical and human disasters.

Data protection is a primary design consideration for the infrastructure, products and personal operations of 
Clearvision.

Clearvision’s hosted cloud solution GitLabGo, along with AWS, offers a level of protection that very few public cloud 
providers or IT teams are able to match.
As an ISO27001-certified organisation, Clearvision operates under a formal Information Security Management System. 
(ISO/IEC 27001 is an international standard on how to manage information security.)
Clearvision is audited annually to ensure the effectiveness of our Information Security Management System and 
compliance with ISO27001.
Additional security options for your hosted environment are available, including allow-listing and integration with 
external identity providers.

GitLab Runners via Kubernetes

Backups and Disaster Recovery

Security & Standards
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Amazon Web Services is responsible for protecting the global infrastructure that runs all of the services offered in the 
AWS Cloud. This infrastructure comprises the hardware, software, networking, and facilities that run AWS services. 
Protecting this infrastructure is the number one priority of AWS. Although you cannot visit their data centers or offices, 
several reports from third-party auditors are available to verify their compliance with a variety of computer security 
standards and regulations.

With the AWS Cloud, GitLabGo provision virtual servers, storage, databases, and networks. AWS products that fall into 
the well-understood category of Infrastructure-as-a-Service (IaaS), such as Amazon EC2, and Amazon VPC, are under 
Clearvision’s control, for which all of the necessary security configuration and management tasks are performed. As 
an example, for EC2 instances, Clearvision is responsible for managing the guest OS (including updates and security 
patches), any application software or utilities installed on the instances, and the configuration of the AWS provided 
firewall (called a security group) on each instance. 

Clearvision has an active and comprehensive security culture that is introduced to employees at the onboarding stage.

Their Information Security Management System (ISMS) is ISO 27001 certified, which is the leading international 
standard to have in the world for Information Security Management Systems. This accreditation provides a holistic 
approach to information security by assessing the risk of people, processes and IT systems.

The standard allows them to protect the confidentiality of assets, and maintain the integrity of data and the availability 
of IT systems while reducing disruption risks.

They are also Cyber Essentials certified which is a government-backed scheme built to protect organisations against the 
threat of cyber attacks.

Customers are responsible for managing the information and data within their accounts, the users and user accounts 
accessing data. Marketplace apps also come under this responsibility.
 
Responsibilities include:

  Policy and compliance: Ensuring that the system meets business needs and is operated in accordance with industry, 
regulatory and legislative compliance obligations.
  Users: The creation and management of user accounts.
  Information: The content stored within applications.
  Marketplace apps: Third-party services that have access to information, and their ability to integrate with other 
products.

AWS Security Responsibilities

GitLabGo Security Responsibilities

Security as a culture

Customer Security Responsibilities
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Their efforts to obtain high-level security standards has instilled confidence in their customer base, as vital knowledge 
is not limited to key stakeholders, with employees undergoing training to ensure they adhere to the requirements of 
security best practices. Refresher training is compulsory for staff and must be completed on an annual basis. Clearvision 
employees are also encouraged to refer to the documentation policies and procedures that outline business continuity 
plans, risk management, etc. which are available on Confluence — their collaboration wiki tool.

HR ensures that all candidates, regardless of permanent, temporary or contract, are screened appropriately. Before 
employees are on-boarded at Clearvision, their education and previous employment get checked along with the internal 
and external references provided. The extent of such background checks varies according to the position.

Employees at Clearvision must participate in security training as part of the onboarding process which is refreshed 
annually. Depending on their responsibilities, additional training on specific aspects of security may be required. An 
example of this would be members of the IT team who instruct new engineers on topics including the management of 
technical vulnerabilities.

GitLabGo uses a dedicated third party to review compliance with security laws and regulations around the world. 
As new auditing standards are created, controls, processes, and systems are determined. Clearvision facilitates and 
supports independent audits and assessments from third parties where required.

Employee Background Checks

Security training

Internal audit and compliance roles 

Vulnerability Management
Clearvision has vulnerability management practices in place to proactively prevent exploitation and potential losses of 
sensitive data. Clearvision may create and document systematic and accountable practices to maintain control programs and 
applications to evaluate installed and new devices and systems for vulnerabilities and to mitigate other technical and non-
technical threats. The goal of this is to provide an added layer of protection for Clearvision’s IT resources and to ensure the 
compliance of best practices to reduce the impact of threats to Clearvision and its customers.

Intrusion Detection and Prevention
Clearvision utilises GuardDuty across its AWS estate. Amazon GuardDuty is a threat detection service that continuously 
monitors malicious activity and unauthorised behaviour to protect AWS accounts and their workloads, including 
servers. With GuardDuty, Clearvision has an intelligent option for continuous threat detection in the AWS Cloud. The 
service uses machine learning, anomaly detection, and integrated threat intelligence to identify and prioritise potential 
threats. GuardDuty analyses tens of billions of events across multiple AWS data sources, including AWS CloudTrail, 
Amazon VPC Flow Logs, and DNS logs.

The IT Operations team receives automated tickets logged for alerts from GuardDuty for medium/high risks.

Operational Security
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Customers are responsible for making their own assessment of the information outlined in this document.
This document:

(a) is for informational purposes only, (b) represents the current GitLabGo offering which is subject to change without notice, 
and (c) does not create any commitments or assurances from Clearvision and/or its affiliates, suppliers or licensors. The 
responsibilities and liabilities of Clearvision to its customers are controlled by Clearvision agreements, which this document is not 
part of, nor does it modify any agreement between Clearvision and its customers.

This document is intended to answer questions, such as how Clearvision keeps customer data secure in its hosted environment 
GitLabGo, and more specifically, describes the physical and operational security processes for its server infrastructure under the 
management of Clearvision on Amazon Web Services (AWS).

User notice

Monitoring and Capacity Management
Clearvision hosted systems have a tool to proactively monitor all hosted systems including; network bandwidth, server 
memory, CPU and disk space utilisation.

Actions for each type of alert are defined in an internal alert management process. For high alerts, tickets are logged via 
the internal Service Desk where they are actioned. Any concerns are discussed in weekly meetings.

Changes to the GitLabGo network or servers follow the IT Change Management Process.

Any instances where capacity has breached the pre-defined limitations are highlighted and documented in the meeting 
minutes.

Incident Management
Clearvision operates a rigorous incident management process for security events that may affect the confidentiality, 
integrity, or availability of systems and data. If an incident occurs, the security team logs and prioritises it according 
to severity. Events that directly impact customers are assigned the highest priority. This process specifies courses 
of action, procedures for notification, escalation, mitigation, and documentation. Clearvision’s security incident 
management policies are aligned with ISO 27001 best practices.

Ref material
GitLab official material:

GitLab SaaS or self-managed - https://about.gitlab.com/handbook/marketing/strategic-marketing/dot-com-vs-self-managed/
Install self-managed GitLab - https://about.gitlab.com/install/

https://about.gitlab.com/handbook/marketing/strategic-marketing/dot-com-vs-self-managed/
https://about.gitlab.com/install/

